Abstract. In this paper, we draw a connection between ideal lattices and Gröbner bases in the multivariate polynomial rings over integers. We study extension of ideal lattices in Z[x]/ f (Lyubashevsky & Micciancio, 2006) to ideal lattices in Z[x1, . . . , xn]/a, the multivariate case, where f is a polynomial in Z[X] and a is an ideal in Z[x1, . . . , xn]. Ideal lattices in univariate case are interpreted as generalizations of cyclic lattices. We introduce a notion of multivariate cyclic lattices and we show that multivariate ideal lattices are indeed a generalization of them. We show that the fact that existence of ideal lattice in univariate case if and only if f is monic translates to short reduced Gröbner basis (Francis & Dukkipati, 2014) of a is monic in multivariate case. We, thereby, give a necessary and sufficient condition for residue class polynomial rings over Z to have ideal lattices. We also characterize ideals in Z[x1, . . . , xn] that give rise to full rank lattices.
Introduction
After Ajtai (1996) built functions that on an average generated hard instances of standard lattice problems, research progressed in the direction of building cryptographic primitives based on them. The fundamental challenge to this direction of research was describing lattices as n × n integer matrices since that meant the size of the key and the computation time of the cryptographic functions will be atleast quadratic in n. Micciancio (2002) used a class of lattices called 'cyclic lattices' to build certain efficient one-way functions called generalized compact knapsack functions.
Lattices that are closed under cyclic shifts are called cyclic lattices and these are integer lattices that are also ideals in Z[x]/ x n − 1 . The advantage of cyclic lattices is that they have a compact representation and therefore the time taken for these functions is almost linear in n (Micciancio, 2002) . But one way functions are of theoretical interest and can not be used to build useful cryptographic primitives (Lyubashevsky & Micciancio, 2006) . In (Lyubashevsky & Micciancio, 2006) a new class of lattices called 'ideal lattices' were introduced and efficient collision resistant hash functions were designed using them.
Ideal lattices are ideals in a quotient ring Z[x]/ f , for any monic polynomial f ∈ Z [x] , that are also lattices. This is due to the fact that Z[x]/ f is isomorphic to Z N if and only if f is monic. In fact, in cryptographic applications the choice of f is further restricted to irreducible polynomials. Over the years, ideal lattices have been used to build several cryptographic primitives that include digital signatures (Lyubashevsky & Micciancio, 2008) , hash functions (Lyubashevsky & Micciancio, 2006) and identification schemes (Lyubashevsky, 2008) .
On the other hand, any extension of solutions of problems from one variable case to multivariate case, in particular, in algebra, have led to important theories, an example being the theory of Gröbner bases introduced by Buchberger (1965) , that has become a standard tool in algorithmic aspects of commutative algebra and algebraic geometry. The reason is computing Gröbner bases of ideals in multivariate case is enough to extend solutions of various problems from univariate to multivariate case. In this paper, we study ideal lattices from an algebraic point of view, and show how Gröbner bases play a role in the study of extending ideal lattices from univariate case to multivariate case. In fact, we give a necessary and sufficient condition for residue class polynomial rings over Z to have ideal lattices, in terms of 'short reduced Gröbner bases' that was introduced in (Francis & Dukkipati, 2014) .
Contributions. In this paper, we study ideal lattices in the multivariate case. That is, given an ideal a in Z[x 1 , . . . , x n ] we study cases for which ideals in Z[x 1 , . . . , x n ]/a are also lattices. As in the univariate counterpart, we show that ideal lattices in the multivariate case are also a generalization of introduced objects called multivariate cyclic lattices. We show that ideal lattices exists only when the residue class polynomial ring over Z is a free Z-module, for which we give a characterization based on short reduced Gröbner bases. Short reduced Gröbner bases were introduced in (Francis & Dukkipati, 2014) to characterize free Amodules A[x 1 , . . . , x n ]/a, where A is a Noetherian ring and a is an ideal in A[x 1 , . . . , x n ]. For the construction of many cryptographic primitives full rank lattices are essential and we derive the condition for an ideal lattice in the multivariate case to be a full rank lattice. We also give an example of a class of binomial ideals in Z[x 1 , . . . , x n ], where the residue class polynomial ring gives rise to full rank integer lattices.
Outline of the paper. The rest of the paper is organized as follows. In Section 2, we look at preliminaries relating to lattices and ideal lattices. In Section 3, we study cyclic lattices in the multivariate case. In Section 4, we prove that only free and finitely generated Z-modules have ideal lattices. Finally, we give a characterization for ideal lattices to be full rank in Section 5.
Background & Preliminaries
Let k be a field, A a Noetherian commutative ring, Z the ring of integers and N the set of positive integers including zero. Let R m be the m-dimensional Euclidean space.
A polynomial ring in an indeterminate x is denoted by A [x] . In the multivarite case polynomial ring in indeterminates x 1 , . . . , x n over A is denoted by
Now we recall some preliminaries on lattices. For a good exposition one can refer to (Micciancio & Goldwasser, 2002) .
The integers n and m are called the rank and dimension of the lattice, respectively. The sequence of vectors b 1 , . . . , b n is called a lattice basis. When n = m, we say that L is full rank or full dimensional. An example of n-dimensional lattice is the set Z n of all vectors with integral coordinates. In sequel, whenever we mention lattices we mean integer lattices, lattices where the basis vectors have integer coordinates. Integer lattices are additives subgroups of Z N , N ∈ N.
An ideal lattice
. We now formally define ideal lattices in one variable.
The following Z-module homomorphism between Z[x]/ f and Z N , where f is a monic polynomial of degree N, further elucidates the definition of ideal lattices.
1 We feel that the definition given in (Lyubashevsky & Micciancio, 2006) is not mathematically accurate which reads as the following. An ideal lattice is an integer lattice
Clearly, ψ is an isomorphism that implies all Z-modules (including ideals) in Z[x]/ f are isomorphic to sublattices (subgroups) of Z N . Therefore, all ideals in Z[x]/ f are ideal lattices. The main aim of this paper is to extend the concept of ideal lattices to the multivariate case.
Multivariate Cyclic Lattices
Before we look into the multivariate case we recall the definition of cyclic lattices.
One can easily verify the following fact.
. . , r k − 1}} as a Z-module basis. Given an element of the residue class polynomial ring,
where α kj ∈ {0, . . . , r k − 1} and a (α 1j ,...,α nj ) ∈ Z, one can represent it using a tensor, A ∈ Z r 1 ×···×rn such that
where A i 1 ,...,in denotes (i 1 , . . . , i n ) element in the tensor A.
Now consider Z N and suppose r 1 , . . . , r n ∈ N such that r 1 ×r 2 ×· · ·× r n = N. Given a lattice L ⊆ Z N where Z N = Z r 1 ×···×rn , it is easy to see that a one-to-one correspondence exists between a vector in L and a tensor in Z r 1 ×···×rn .
Let A be a tensor in Z r 1 ×···×rn . We define a (n − 1) th order tensor for each r i ∈ {1, . . . , n} and denote it as A i (j) where A i (j) ∈ Z r 1 ×r 2 ×···×r i−1 ×r i+1 ×···×rn . We have,
We construct the following ordered set of (n − 1) th order tensors for each r i ∈ {1, . . . , n},
Using this set, we introduce the notion of multivariate cyclic shifts.
th -multivariate cyclic shift of A, σ i (A) is a cyclic shift of elements in the ordered set, A i .
Observe that multiplying an element in Z[x 1 , . . . , x n ]/ x 1 r 1 −1, · · · , x n rn − 1 with x i results in a cyclic shift in the ordered set, A i . This is also equivalent to a cyclic permutation in the n th order tensor along the i th direction.
We now formerly define multivariate cyclic lattices.
th -multivariate cyclic shift of v is also in L for all i ∈ {1, . . . , n}.
We illustrate this with the following example.
Example 3.5. Consider the case when n = 3 and we have r 1 = 2, r 2 = 2 and r 3 = 3. The quotient ring associated to it is Z[x 1 , x 2 , x 3 ]/ x 1 2 − 1, x 2 2 − 1, x 3 3 − 1 . It is isomorphic to the space of 3 rd order tensors,
The following set of monomials form the set of coset representatives for a Z-module basis,
Any element in the residue class ring can be represented as a 3 rd order tensor, A ∈ Z 2×2×3 . Let a x α be the coefficient of the basis element, x α . We can represent A as follows,
The following tensors represent A 3 (0), A 3 (1) and A 3 (2) respectively.
nd order tensors corresponding to x 3 = 0, x 3 = 1 and x 3 = 2 respectively. Similarly, A 2 (0) and A 2 (1) represent 2 nd order tensors corresponding to x 2 = 0 and x 2 = 1 and A 1 (0) and A 1 (1) represent 2 nd order tensors corresponding to x 1 = 0 and x 1 = 1. Multiplying with x 3 here results in a cyclic rotation of A 3 (0), A 3 (1) and A 3 (2).
Multiplying with a monomial x 1 α 1 · · · x n αn in the general case results in a composition of α i shifts in A i for each i ∈ {1, . . . , n}. The commutativity of multiplication is taken care of as the shifts act on an independent set of subtensors and this makes the order of the composition of cyclic shifts irrelevant, i.e. the order in which we perform the cyclic shifts between A i and A j does not matter for i, j ∈ {1, . . . , n}.
Finally we state the following. Proposition 3.6. Every ideal in
is a multivariate cyclic lattice.
Multivariate Ideal Lattices and Short Reduced Gröbner Basis
Ideal lattices in the multivariate case can be defined in a similar way. A multivariate ideal lattice is an integer lattice L ⊆ Z N that is also an ideal in Z[x]/a for some ideal a ⊆ Z[x 1 , . . . , x n ]. The definition is as follows.
Definition 4.1. Given an ideal a ⊆ Z[x 1 , . . . , x n ], a multivariate ideal lattice is an integer lattice L ⊆ Z N such that it is isomorphic, as a Z-module, to an ideal A in Z[x 1 , . . . , x n ]/a.
In sequel, we mention multivariate ideal lattices as just ideal lattices and it should be clear from the context. The Z-module structure of Z[x 1 , . . . , x n ]/a is crucial in locating ideal lattices in Z[x 1 , . . . , x n ]/a. In general, for a Noetherian ring A, one can use Gröbner basis methods to determine the A-module structure of A[x 1 , . . . , x n ]/a, where a is an ideal in A[x 1 , . . . , x n ] (Francis & Dukkipati, 2014) . We describe this briefly below.
Consider an ideal a ⊆ A[x 1 , . . . , x n ]. Let G = {g i : i = 1, . . . , t} be a Gröbner basis for a. Let J x α = {i : lm(g i ) | x α , g i ∈ G} and I J x α = {lc(g i ) : i ∈ J x α } . Here lm(g i ) denotes leading monomial of the polynomial g i and lm(g i ) denotes leading coefficient. We refer to I J x α as the leading coefficient ideal w.r.t. G. Here we assume that the coefficient ring A has effective coset representatives (Adams & Loustaunau, 1994, pp 226) . Let C J x α represent a set of coset representatives of the equivalence classes in A/I J x α . On reducing f ∈ A[x 1 , . . . , x n ]
/ G is a finitely generated A-module of size m, then corresponding to coset representatives, C J x α 1 , . . . , C J x αm , there exists an A-module isomorphism (Francis & Dukkipati, 2014) φ :
where c i = a i mod I J x α i and c i ∈ C J x α i . When I J x α i = {0}, for all i ∈ {1, . . . , m} we have C J x α i = A, for all i ∈ {1, . . . , m}. This implies A[x 1 , . . . , x n ]/a ∼ = A m . In this case, in particular, when A = Z, Z[x 1 , . . . , x n ]/a is a free Z-module. One can conclude that corresponding to every ideal in Z[x 1 , . . . , x n ]/a there exists a subgroup in Z n , hence it is an ideal lattice.
Proposition 4.2. Every ideal in a free and finitely generated Z-module, Z[x 1 , . . . , x n ]/a is an ideal lattice. Our next step is to determine if residue class polynomial rings with torsion submodules contain ideal lattices. Using the structure theorem for finitely generated modules over a PID (Adkins & Weintraub, 1992 , Chapter 3, Theorem 7.1), determination of the existence of ideal lattices in a finitely generated Z[x 1 , . . . , x n ]/a with torsion is relatively straightforward.
Proposition 4.3. If a finitely generated Z-module, Z[x 1 , . . . , x n ]/a is not free then no ideal in Z[x 1 , . . . , x n ]/a is an integer lattice.
Proof. We have from the structure theorem over a PID,
If there is no free part then clearly the residue class ring does not have an ideal lattice. Let G be the Gröbner basis of the ideal, a. Assume there exists an ideal A ⊆ Z[x 1 , . . . , x n ]/a such that it is an integer lattice. Let x αr + a ∈ A be an element such that the leading coefficient ideal of x αr in Z, I J x αr is equal to {0}. This implies that the set of coset representatives, C J x αr = Z and therefore the monomial corresponds to the free part. Consider the ideal generated by x αr + a. Since the Z-module is not free we have I J x α j = {0} for some monomial x α j in Equation (1). Let c ∈ C J x α j . We have, cx α j x αr + a ∈ x αr + a . This implies the ideal generated by a free element contains torsion elements. Thus the Z-module A has torsion elements and is not isomorphic to an integer lattice which is a contradiction.
Thus we have the following result. To test whether a Z-module Z[x 1 , . . . , x n ]/a is free, algorithmically, one needs the notion of 'short reduced Gröbner bases' introduced in (Francis & Dukkipati, 2014) . We describe this here for any polynomial ring over a Noetherian ring, A.
Definition 4.5. Let a ⊆ A[x 1 , . . . , x n ] be an ideal. A reduced Gröbner basis G of a is called a short reduced Gröbner basis if for each x α ∈ lm(G), the length of the generating set for its leading coefficient ideal is minimal.
The reduced Gröbner basis in the above definition is as described in (Pauer, 2007) . Short reduced Gröbner basis is a reduced Gröbner basis with an additional condition that the length of the generating set of the leading coefficient ideals in the basis is minimal. When A = Z in the above proposition, short reduced Gröbner basis is the reduced Gröbner basis of a where the generator of the leading coefficient ideal is taken as the gcd of all generators.
We now give the characterization. Proposition 4.6. Let a ⊆ A[x 1 , . . . , x n ] be a non-zero ideal such that A[x 1 , . . . , x n ]/a is finitely generated. Let G be a short reduced Gröbner basis for a w.r.t. some monomial ordering. Then,
if and only if G is monic.
We can summarize the results in this section by the theorem below.
Theorem 4.7. The Z-module, Z[x 1 , . . . , x n ]/a has ideal lattices if and only if the short reduced Gröbner basis of a is monic.
We illustrate this by an example.
Example 4.8. Let a = 3x 2 , 5x 2 , y be an ideal in Z[x, y]. The short reduced Gröbner basis for the ideal is G = {x 2 , y}. Since G is monic Z[x, y]/a is free and isomorphic to Z 2 . All ideals in it are ideal lattices. For example the ideal generated by 6x + x 2 , y is isomorphic to the lattice, L([(0, 6)]). Note that here L([(0, 6)]) denotes the subgroup generated by (0, 6) in Z 2 .
5. Full Rank Lattices in Free, Finitely Generated
We recall that in the definition of ideal lattices in Z[x] the choice of the polynomial f in Z[x]/ f is restricted to monic polynomials. But in the construction of many cryptographic primitives like collision resistant hash functions an additional condition is imposed on f that f is an irreducible polynomial. This condition ensures that the lattice is full rank that is fundamental in many cryptographic constructions (Lyubashevsky & Micciancio, 2006) . In multivariate case, we derive a necessary and sufficient condition for ideal lattices to be full rank.
Proposition 5.1. Let {g 1 , . . . , g t } be a monic short reduced Gröbner basis of an ideal a in Z[x 1 , . . . , x n ] such that Z[x 1 , . . . , x n ]/a ∼ = Z N for some N ∈ N. All ideals in Z[x 1 , . . . , x n ]/a are full rank lattices if and only if a is a prime ideal.
N we have a finite basis, B = {b 1 +a, . . . , b N +a}. We have to prove that there are N linearly independent vectors in A. Consider
But both cases cannot happen. Therefore c i = 0 for all i ∈ {1, . . . , N}. This implies that f 1 b 1 + a, . . . , f 1 b N + a are linearly independent and the ideal lattice is full rank.
Conversely, assume that a is not a prime ideal. Then there exists l, h ∈ Z[x 1 , . . . , x n ] such that lh ∈ g 1 , · · · , g t but l ∈ g 1 , · · · , g t and h ∈ g 1 , · · · , g t . This implies, l =
where b i + a ∈ B, the basis for Z[x 1 , . . . , x n ]/a and c i , d i ∈ Z. Consider the ideal lattice l + a . We have lh ∈ g 1 , · · · , g t . This implies l
The set {lb 1 + a, . . . , lb N + a} contains linearly dependent vectors and the rank of the ideal lattice l + a is N. Therefore, if the ideal a is not a prime ideal then there are lattices in Z[x 1 , . . . , x n ]/a that are not full rank.
Determining if an ideal is prime or not is key to ideal lattices finding a practical application. An algorithm for primality testing in polynomial rings over any commutative, Noetherian ring, A can be found in (Gianni et al., 1988) .
We now give an example of a class of binomial ideals that are prime and give rise to free residue class polynomial rings. A lattice ideal, a L in k[x 1 , . . . , x n ] is defined as the binomial ideal generated by {x v + − x v − } where v + and v − are non-negative with disjoint support and
where L is a lattice (Katsabekis et al., 2010) . Lattice ideals in polynomial rings over Z can be defined in the same way. In this case, the binomial ideal is generated over the polynomial ring, Z[x 1 , . . . , x n ]. The generators of the ideal are binomials with the terms having opposite sign and the coefficients of both the terms equal to absolute value 1. One can show that the short reduced Gröbner basis of the lattice ideal is monic (Francis & Dukkipati, 2014) . In this case, by Proposition 4.6, Z[x 1 , . . . , x n ]/a L is free. We say that an integer lattice L is saturated if L = Sat(L). It can be easily shown that the lattice ideal a L is prime if and only if L is saturated. Note that prime lattice ideals are also called toric ideals. For more details on toric ideals in k[x 1 , . . . , x n ] one can refer to (Bigatti et al., 1999) . The definitions related to toric ideals can be extended to polynomial rings over Z in a similar way. Thus, toric ideals in Z[x 1 , . . . , x n ] give rise to full rank integer lattices.
Summary
In this paper, we studied ideal lattices in the multivariate case and showed the use of Gröbner bases in locating them. We also introduced multivariate cyclic lattices to draw parallels between the univariate and multivariate cases. In particular, we showed that ideal lattices in multivariate case are a generalization of multivariate cyclic lattices. Using short reduced Gröbner bases, we have given an algorithmic method to identify ideals in Z[x 1 , . . . , x n ] that give rise to ideal lattices in Z[x 1 , . . . , x n ]/a. Generating lattices of full rank is important for cryptographic applications and we provide a necessary and sufficient condition for ideals in Z[x 1 , . . . , x n ] for the same.
